
 

 

U.S.v Nosal Guilty Verdict 

The Digital Quandary Continues: Jury Convicts Executive Recruiter of Trade Secret 
Theft and Computer Fraud after Crucial Computer Fraud and Abuse Act Trial.  

Following a two-week trial before United States District Judge Edward M. Chen in the United States 
District Court of Northern California, a jury convicted David Nosal, an executive recruiter, of all 
charges in a six-count indictment including, inter alia, violations of the Computer Fraud and Abuse Act 
(“CFAA”) and trade secret theft. United States v. Nosal, No. CR-08-0237 EMC (N.D. Cal. Apr. 24, 
2013). This case illustrates that despite the Ninth Circuit’s narrow reading of the CFAA, the 
appropriate scope and interpretation of the terms “without authorization” and “exceeds authorized 
access” remains unsettled. 

Computer Fraud and Abuse Act 

The CFAA makes it illegal to access a computer without authorization, or to exceed authorized 
access with the intent to defraud. 18 U.S.C. § 1030, et seq. While “exceeds authorized access” is 
statutorily defined, courts have struggled to interpret the term creating a split amongst circuits. 
Typically, the issue arises in the employee/employer setting when an employee is given a computer 
or access to the network in the ordinary course of business, but then uses the computer or accesses 
the network in a way that the employer believes is unauthorized. Often, the employer alleges 
misappropriation of trade secrets under state law and then includes a CFAA claim to obtain federal 
court jurisdiction. 

Allegations 

David Nosal was a former employee of Korn/Ferry, an executive research firm. The indictment 
alleged that Nosal recruited Korn/Ferry employees to help him start a competing business, Nosal 
Partners. In doing so, Korn/Ferry employees used their log-in credentials to access Korn/Ferry’s 
“Searcher” database, which included confidential and proprietary source lists and contact information 
for Korn/Ferry’s executive candidates. These employees then transferred the information gathered 
from Korn/Ferry’s database to Nosal. United States v. Nosal, 642 F.3d 781 (9th Cir. 2011). 

The Long and Winding Road 

Nosal was indicted by a grand jury in 2008. The district court initially denied Nosal’s motion to dismiss 
several counts of the indictment but reversed its decision after the Ninth Circuit’s ruling in LVRC 
Holdings, LLC v. Brekka, 581 F.3d 1127 (9th Cir. 2009). In Brekka, the Ninth Circuit held that under 
the plain language of the CFAA, employees with authorization to access a company computer remain 
authorized to access the computer even if such use is contrary to the interests of the employer. After 
the district court’s dismissal of several counts of Nosal’s indictment, the government appealed to the 
Ninth Circuit.  

The Ninth Circuit reinstated the dismissed counts, holding that an employee accesses a computer in 
excess of his or her authorization when that access violates the employer’s written policies and 
procedures. United States v. Nosal, 642 F.3d 781 (9th Cir. 2011). In 2012, however, a Ninth Circuit 
en banc panel reconsidered the Nosal decision and espoused a narrow interpretation of the CFAA 
holding instead that ‘“exceeds authorized access” is limited to violations of restrictions to access to 
information, and not to restrictions on its use.” United States v. Nosal, 676 F.3d 854 (9th Cir. 2012). 
The court disagreed with the government’s broad interpretation of the CFAA noting that it would 
“transform the CFAA from an anti-hacking statute into an expansive misappropriation statute.” Id. at 
857.  



 

 

Despite its loss at the Ninth Circuit, the government prosecuted Nosal on the remaining counts of the 
indictment. At trial the defense argued that Nosal did not violate the CFAA as there was no “hacking” 
of the sort envisioned by the statute and that Nosal had authorized access to the database to perform 
work for Korn/Ferry as its independent contractor. The jury disagreed, and after two days of 
deliberation found Nosal guilty of all counts, including CFAA violations and misappropriation of trade 
secrets. United States v. Nosal, No. CR-08-0237 EMC (N.D. Cal. Apr. 24, 2013). 

The jury verdict in Nosal leaves open the question of whether the CFAA, a statute intended to apply 
to hackers, can be used as a vehicle to impute liability to employees who violate their employer’s 
authorized use policy or use other deceitful means to obtain proprietary information for financial gain. 
Undoubtedly, another appeal to the Ninth Circuit is expected and this issue will likely resurface in 
other courts, including perhaps the United States Supreme Court. 

 


